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Experience
cyberSecurist Technologies Pvt. Ltd Pune
Jr. Cyber Security Engineer July 2022 - Present

e Conducted vulnerability assessments and penetration testing on clients systems and applications, working closely with the team to
prioritize and address discovered vulnerabilities.

o Conducted thorough code reviews and security assessments, identifying vulnerabilities and proposing remediation strategies to
ensure adherence to secure coding practices and industry standards.

« Collaborated with senior security engineers to develop and implement software security measures, ensuring the protection of critical
applications and sensitive data.

Education
Vishwakarma University Aug 2018 — July 2022
Bachelor of Technology in Computer Engineering (IBM Cyber security Specialization,) 7.67

Technical Skills

Web Technology
» Conducted security testing for dynamic and static web applications.

o Projects include Learning Management Systems (LMS), Customer Management Systems (CMS), and SaaS platforms.

Mobile Applications
+ Performed mobile application security assessments for Android/iOS (Native, Flutter, PWA).
» Utilized tools: Frida, MobSF, and reverse engineering for vulnerability identification.

Cloud Configurations
» Conducted cloud security reviews for AWS environments using CIS Benchmarks and Trend Micro.
o Implemented remediation strategies to mitigate identified vulnerabilities.

Security Testing Frameworks/Tools
« Web/Network Scanning: Burp Suite, Dirb, Nmap, Nikto, Acunetix.
o Traffic Analysis: Wireshark.
¢ Vulnerability Scanning: Nessus, SQLMap.
« Web Security Testing: OWASP ZAP.

Soft Skills

Problem-Solving: Analytical thinking and creative solutions for complex security challenges
Collaboration: Teamwork in cross-functional environments with effective conflict resolution

Time Management: Prioritization and meeting deadlines in fast-paced environments

Adaptability: Quick learning and flexibility in dynamic scenarios

Leadership: Experience in leading teams, mentoring peers, and driving projects to successful completion

Certifications

Web application Penetration Tester eXtreme
Junior Penetration Tester

Certified AppSec Pentester (CAPen)

Cyber Security and Forensics Graduates

Achievements

« Awarded Bug Bounties: Demonstrated exceptional proficiency in identifying and mitigating security vulnerabilities,
earning commendable bug bounty rewards from reputable organizations.
« Government Acknowledgement: Received formal recognition from a prominent government agency for contributions
to national cybersecurity, underscoring the impact of proactive threat detection and mitigation strategies.
« Diverse Project Experience: Worked on 154+ web application projects, 5 mobile application projects, and 2 cloud
application projects, showcasing expertise in diverse platforms and environments.
« Appreciation and Hall of Fame: Recognized for contributions to security initiatives by:
« Atlassian, Under Armour Product Security, Cloudinary, Statuspage
« Digistorm, BigCommerce, Autoscout24, Seek.com
+ Infobip, GoPro Awards Webapp Public Program, CBRE, Splitwise, Dealfront, Small Improvements,
Ardoq, Mozilla, Freshworks
« Total of 18 Halls of Fame, including multiple private engagements.
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